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I. Executive summary 
 

Cloud storage services provide organizations with greater convenience at a lower price 
than on-premise managed storage but require a loss of governance over data.  When business 
critical information is at stake tremendous trust and monitoring of third party organizations 
creates a barrier that has slowed adoption of public cloud infrastructure.  Reluctant executives 
cite security, availability and vendor lock-in as their greatest concerns about public cloud. 
These concerns can be addressed through a novel application of fragmentation and mirroring to 
obfuscate data and diversify vendor reliance. 
 

Myriad Cloud achieves greater security, availability and vendor control by fragmenting 
client data and distributing indecipherable shards across independent and geographically 
dispersed storage providers.  Combined with encryption this configuration eliminates outside 
storage vendors as points of vulnerability and increases network throughput.   Myriad’s 
architecture also enables simpler vendor migration to ensure flexibility in future vendor 
decisions.  When compared to traditional on-premise infrastructure, Myriad Cloud enables 
greater security while lowering total cost of ownership.  
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II. Introduction - Benefits of cloud storage 
 

Cloud computing is “a model for enabling ubiquitous, convenient, on-demand network 
access to a shared pool of configurable computing resources that can be rapidly provisioned 
and released with minimal management effort or service provider interaction.”    Businesses 1

benefit from the lower, more stable and predictable operational expenses of cloud services in 
comparison with the capital expenditures of on premise storage.   Relying on outside vendors 
for part or all IT infrastructure, more capital and management time can be focused on core 
business functions where returns are greater. 
 
The cloud model has five essential characteristics:  

- On-demand Self-service - There is a near-instantaneous automated system to allot 
services as the customer requests them. 

- Broad Network Access - The cloud can be accessed from any internet capable location 
and device. 

- Resource Pooling - The cloud provider pools and coordinates resources to 
simultaneously meet the demands of multiple customers. 

- Rapid Elasticity - There are no barriers for the consumer to up and downscale requested 
services. 

- Measured Service - The consumer pays a rate according to the resources used. 
 

Physically, the cloud is a data center which “hosts hundreds of thousands of servers 
networked via hundreds of switches/router that communicate with each other to coordinate 
tasks in order to deliver highly available computing services” . 2

 
III. The challenges with Public Cloud Infrastructure 

Entrusting data to an outside provider introduces new risks; foremost amongst these is 
unauthorized use or viewing of data, service termination or failure and vendor lock-in3.  

Data privacy concerns arise from multiple vectors: isolation failure, malicious insiders, 
interception of data in transit, malicious probes or scans, subpoena and government 
surveillance, social engineering attacks, unauthorized access to premises, data leakage, and 
insecure or incomplete data deletion. According to the US Government Accountability Office, 
“22 of 24 major federal agencies reported that they were either concerned or very concerned 
about the potential information security risks associated with cloud computing” . The cessation 3

of control over data once it is on a cloud service provider’s database makes guaranteeing data 
privacy on a single cloud storage system impossible.  

1  United States. National Institute of Standards and Technology. The NIST Definition of Cloud Computing. 
Doc. 800-145. Gaithersburg: Department of Commerce, 2011. Print. 
2  Vishwanath, Kashi Venkatesh, and Nachiappan Nagappan. Characterizing Cloud Computing Hardware 
Reliability. Redmond: Microsoft, n.d. Print. 
3  Fitch, Daniel, and Haiping Xu. A Raid-Based Secure and Fault-Tolerant Model for Cloud Information 
Storage. N.p.: World Scientific, 2013. Print. 

 
info@myriaddatasolutions.com 
(434) 253-0825 



Cloud service termination or failure is a grouping of the following risks: resource 
exhaustion, management interface compromise, DDosS, EDoS, compromise of service engine, 
network breaks, modifying network traffic, theft of computer equipment, and natural disasters. 
Overall, European Network and Information Security Agency (ENISA) considers cloud service 
termination or failure to be of medium risk but very high impact. The relatively young age of the 
market means that regulations and industry standards are not well established; combined with a 
lack of transparency, this could lead to service failure in a particular cloud provider. This may 
compromise the cloud customer’s obligations to its own customers and expose it to liability 
based on the provider’s negligence .  4

The ENISA describes vendor lock-in as dependency on a singular cloud provider for 
service due to the high “data inertia” or cost of moving data from one provider to another. The 
current lack of “tools, procedures, or standard data formats or service interfaces that could 
guarantee data, application and service portability” has increased the cost of changing service 
providers. The ENISA has classified vendor lock-in as high probability and medium impact, 
emphasizing that the failure of a singular cloud service provider could result in “catastrophic 
business failure” for the service user.  
 
IV. Fragmentation with RAID 

Redundant Array of Independent Disks (RAID) uses several disks in concert for data 
security and performance enhancement. RAID uses three techniques: 
 

- Mirroring:  
- Mirroring simply “mirrors” or actively copies one drive onto another. 

- Striping:  
- Striping breaks a data block down into “stripes” and writes them on alternating 

disks. This allows multiple disks to read one data block, decreasing total read 
time. Another effect of this technique is to decrease required disk speed and, 
consequently, to increase disk reliability. For a visual representation of striping, 
refer to Appendix A. 

- Parity  
- Parity is a bit which indicates if the sum of the bits before it is even or odd; 1 for 

odd and 0 for even. In RAID, individual bits on two drives are compared using 
parity. For example, 

 
Drive 1: 1011010100  
Drive 2: 1010110101  
Parity : 0001100001 
 

4  European Union. European Network and Information Security Agency. Cloud Computing:Benefits, 
Risks, 
and Recommendations for Information Security. Ed. Daniele Catteddu and Giles Hogben. N.p.: 
n.p., 2009. Print. 
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Parity in RAID may also be viewed as an XOR operation. If one drive fails, it can be 
reconstructed from the remaining drive and the parity. This can be done to completely rebuild a 
disk, or it can be done “on the fly” as data is requested to use the missing disk’s data without 
replacing it. This reduces performance significantly and is only done until the physical disk can 
be replaced. 
 

V. Secure, resilient storage with a decentralized multi-cloud implementation 
Through this novel application data is stored across different and geographically 

disparate service providers in a RAID5 (striping, distributed parity) arrangement.  See figure 1 
for an illustrated depiction of the Myriad Cloud configuration. 
 
 
 

 
Figure 1 . 5

 
The rationale for this configuration is as follows:  
 
Geographic Isolation:  

Choosing providers in different locations insulates the data owner from location based 
services outages, such as network infrastructure, malfunction or natural disasters. 
Additionally, this avoids placing all data in one jurisdiction, preventing a single 
government from being able to view or survey private data.  

 
 
  

5  Fitch, Daniel, and Haiping Xu. A Raid-Based Secure and Fault-Tolerant Model for Cloud Information 
Storage. N.p.: World Scientific, 2013. Print 
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Different Service Providers:  
Using different service providers protects data owner from company specific 
vulnerabilities. This includes privacy breaches due to a malicious insider, data leakage, 
unsafe or insecure deletion, and unauthorized access to premises. Service integrity is 
also improved because data can still be retrieved in the case of cloud provider failure or 
termination of service. 
 

Multiple Service Providers:  
The concept of using multiple service providers for redundancy is directly analogous to 
using multiple disk drives. The likelihood of simultaneous service provider failure is less 
than the likelihood of individual service provider failure. The use of multiple service 
providers allows for increased data security over a single provider storage system. By 
distributing data over several service providers, the amount of data stored with any 
individual service provider is decreased by a factor of n, where n is the number of 
fragments in the system (three when using RAID 5). The “data inertia” on a single 
provider is therefore decreased by a factor of n, mitigating the effects of vendor lock-in.  

 
Striping:  

This separates otherwise contiguous data and prevents the cloud service provider or 
other unauthorized party from gleaning useful information when viewing the data stored 
on a single cloud provider. It also increases “read” and “write” speed by allowing 
simultaneous download and upload from multiple providers for one file or data block. 

 
Distributed Parity:  

Parity allows the reconstruction of lost data in the case of single cloud provider failure. 
The distribution of parity limits data which can be reconstructed through cloud vendor 
collusion or multiple security failures.  

 
VI. Performance Assessment 

In benchmarking tests researchers Maxim Schnjakin and Christoph Meinel found RAID 
encoding overhead constitutes only 2% of the entire data transfer process; and data encryption 
constitutes only 3% of the total time to transfer . Data encryption and RAID encoding use a 6

much smaller amount of time and resources than the process of uploading data. In general, this 
method shows greater throughput, both uploading and downloading, than a single cloud storage 
method. The improved throughput is a result of the simultaneous “reading” (downloading) and 
“writing” (uploading) that striping allows. Because performance can vary significantly between 
cloud service providers, more quantitative measurements of performance advantages cannot be 
confidently discerned. Cloud service performance varies not only between providers but 

6Schnjakin, Maxim and Meinel, Christoph (2013) Grid and Pervasive Computing. Potsdam, Germany: 
Hasso Plattner Institute 
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between file sizes as well; an optimal arrangement of cloud vendors for this system depends 
closely on an organization's needs and usage tendencies. 
 
 
VII. Conclusion 
 

Public Cloud infrastructure enables highly scalable and resilient storage that can reduce 
total cost of ownership for rapidly growing volumes of data that are critical to modern business 
competitiveness.  However, organizations must overcome barriers to entrust these outside 
vendors with information that is sensitive and/or critical to business operations.  Primary among 
these barriers are concerns about security, availability and vendor lock-in.  Proprietary Myriad 
technology is designed to address these concerns by returning governance to the owners of 
data and enabling organizations to adopt modern cloud infrastructure with confidence. 
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Appendix A . 7

 
 
 

 
 
  

7  Dawkins, Bill. Common RAID Disk Data Format Specification. Ed. Arnold Jones. N.p.: Storage 
Networking Industry Association, 2004. Print. 
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About Myriad: 
 
In 2016 three UVA graduates teamed up to address the reluctance of regulated industries to 
move to public cloud infrastructure.  In early 2017 Myriad launched the first version of its 
software product which enables greater security and availability from cloud providers and 
addresses governance concerns of regulated enterprises.  Myriad technology has enabled 
adoption of efficient and scalable public cloud infrastructure by a small but growing base of 
clients from the banking industry.  For more information please contact Myriad at 
info@myriaddatasolutions.com. 
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